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Ncnoab3oBaHve MmapmpyTu3aTopos Eltex ESR
(MpoABVIHYTHIU YPOBEeHb) V.1

JuTenbHOCTB Kypca: 40 akaZieMUueckux 4acos (5 JHeil)

IeneBas ayguropus:
- CucTremMHble aJJMUHHCTPATOPHI;
- CneuyanucTbl TEXHUUECKUX U MHXXeHEPHBIX CITyK0;
- VimKeHepbl COMPOBOX/EHUS Y TEXHIUUECKOU TIO/|I€PIKKH;
- Paspabotuuku ceteoro I10.

TpeGoBaHus K y4aCTHUKAM:

- 3HaKOMCTBO C OCHOBaMU MH(OPMALIMOHHBIX TeXHOJIOTUM;

- mets nipescraBieHue o ctavzaprax Mogeny OSI v posiu IpOTOKOJIOB;

- Tlornmanue 6a30BbIX PUHLMIIOB MapIIpPyTHU3aLHY;

- 3HaHMe OCHOB TIOCTpoeHus ceTeld, TpoToKoaoB TCP/IP u TexHosnoruu Ethernet;

- 3HaHMe TaKUX MOHATHUM KaK: KOMMYyTaTop, Mapiipytusatop, [P-anpec, MAC-azpec, Macka NoficeTH U
nipeukc, VLAN, pexxumbl Trunk u Access, TUTIbI KOHHEKTOPOB, 1oJ1si KaapoB Ethernet,
WHKarCcy/isuus, feneHue IP-ceTeit Ha mojceTy u cymMmmupoBaHue [P-ceteld;

- 3HaHuWe NMPUHLIMIIOB PabOThI OCHOBHBIX MPOTOKO/I0B U cepercoB (DHCP, ACL, NAT, NTP, Syslog);

- YwMetb paborats ¢ CLI (6e3 mpuBsSI3KU K KOHKPETHOMY TIPOM3BOZMTEJTIO).

Pe3ynbTaThl 00yUyeHHUN:

Ymetn:

- COeIVHSATh JIOKa/IbHbIE CETU C CeThiO Intemet;

- BHeZpATh TexHosioruu U cepsucel QoS, VRRP, IPsec u DMVPN;

- pacIIMpsITh CETU Majioro 1 CpeJjHero pa3smepa ¢ noMoibio WAN-TeXHO0/10r1;

- HaCTpauBaTh MPOTOKOJIbI AUHaMUueckor MapuipyTtusauuu (OSPF, BGP).

3HaThb:

- OCHOBHI ceTeBbIX TexHosioruu: mogenu OSI, TCP/IP;

- OCHOBBI pPab0THI MPOTOKO/IOB IPV4;

- OCHOBHbI€ TIPUHIIUITHI 00ecrieueHus: 6€30MacCHOCTH CETEBBIX YCTPOUCTB,;

- TIPUHLIMITBI TIOCTPOEeHUsI U30BITOUHBIX CeTel.

Bnapaers:

- HaBbIKAMU yTIpaBJleHUs] CETEBbIMU YCTPOKCTBaMU;

- HaBbIKAMU HaCTPOWKU CeTel CpeIHero pasmMepa C UCMHO/b30BaHUEM TeJIeKOMMYHUKALIMOHHOTO
obopyloBaHusl.
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«Ucnons3oBanue mapiipyTtusatopoB Eltex ESR (mpoaBuHYTHIN YpOBeHb) V.1»

HaumenoBanue Onucanue

Bpemst

Tema: 1. OcHoBsI padoTtsi ¢ ESR.

2 yaca

Omnucanue: 1.1. Mogenu ESR 1 UX XapakTepUCTHUKHU.
1.1.1. ®dyHkroHan MapiupytusatopoB ESR.
1.2. NHTepdelic KoOMaHAHON CTPOKM.
1.2.1. Nepapxus pe;KUMOB U TIepexX0/i0B MeXy HUMH.
1.2.2. KoHdwurypaijoHHble (aiisibl.
1.2.3. B3aumo/eiicTBre KOH(UTypaLMOHHBIX (ailyioB.
1.3. AyreHTuduKauys.

1.3.2. Aytentudukanus no RADIUS-cepsepy.
1.3.3. Aytentudukaius no TACACS-cepgepy.

1.3.1. Co3panue 1 HacTpoiika Npodussi ayTeHTUUKALN.

1 yac

JlaGoparopHas: |1.1. HaBuramus mo caiity Eltex.
1.2. VlnTedeiic KOMaH/{HOW CTPOKM.
1.3. Hactpoiika AAA.

1 yac

HauMeHoBaHHue Onucanue

Bpemsi

Tema: 2. KondurypupoBaHue TyHHe/Iei.

2 yaca

Onucanue: 2.1. Tunsl TyHHETeu.

2.2. Hacrporika [P4IP4-TyHHenei.
2.3. Hactpotika VTI-TyHHenei.
2.4. Hacrporika GRE-TyHHesen.
2.5. Hactpotika L2TPv3-TyHHesel.

1 yac

JlabopaTtopHas: |2.1. HacTpoiika TyHHe/eH.

1 yac

HaumenoBanue Onucanue

Bpems

Tema: 3. MexcerteBoii 3kpaH ESR.

2 yaca

Onucanue: 3.1. O6mast nuabOpMarLHs.
3.1.1. Co3pnanue cnuckoB (object-group).
3.2. 30HbI 6€30MaCHOCTH.
3.2.1. 3oHa self.
3.2.2. B3anMoieficTBre MeX/Ty 30HaMU 0e30T1aCHOCTH.
3.3. Co3paHue rpaBuJl.
3.4. [Ipumep HaCTPOMKYN MeXXCeTeBOr0 3KpaHa.
3.4.1. [lnarHocTUKa.
3.5. O6mue cBefieHHs O MapIIPyTU3aLIKH.
3.5.1. IIpeamnoureHue Mapuipyra.
3.5.2. MeTpuKa MaplipyTa.
3.5.3. TMOKOCTh MPOTOKOJIOB MapIIPyTU3aL[UH.
3.5.4. TTopsimok obpaboTku maketoB ESR.

1 yac
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JlabopatopHas: |3.1. HacTpoiika Me)KCeTeBOro 3KpaHa. 1 yac

HaumeHoBaHue Onucanue Bpemsa
Tema: 4. KongurypupoBanue OSPF. 2 yaca
Onucanue: 4.1. OcHoBbl OSPF. 1 yac

4.1.1. Tunsl naketoB OSPF.
4.1.2. Cocrosaust OSPF.
4.1.3. AnroputM [leUKCTpBI.
4.1.4. Tuns! mapuipyTtusatopos OSPF.
4.1.5. Tumel obnacreit OSPF.
4.1.6. Tunbl 3anvceit 6a3bl JaHHBIX COCTOSIHUM KaHana (LSA).
4.1.7. Pabora LSA B pa3HbIx 06/1acTsIX.
4.1.8. Tunsi ceteli OSPF.
4.1.9. Poyiu MapiipyTH3aTOpOB B LIKPOKOBELaTe/IbHOM JOMeHe.
4.1.10. TTportiecc Bribopa DR u BDR.
4.1.11. CymMupoBaHue MaplIpyTOB.
4.2. Hactpoiika OSPF.
4.2.1. Hacrpoiika Tvra o6/1acTH.
4.2.2. BuptyanbHbeiv KaHan (Virtual Link).
4.2.3. Aytentudukanus OSPF.
4.2.4. Turnesl cocencTia.
4.2.5. Bpemennsie uHtepsaisl OSPF.
4.2.6. AnarHoctrka OSPF.
4.3. IIpumep Hactporiku OSPF.

JlaGoparopHnas: |4.1. Hacrpoiika OSPF. 1 yac
HaumeHoBaHue Onucanue Bpems
Tema: 5. KonpurypupoBanue BGP. 2 yaca
Onucanue: 5.1. O6mwme cBepenusi o BGP. 1 yac

5.1.1. Opranuzauuu ¥ perucTpaTopsl.
5.1.2. ABTOHOMHBIe CUCTEMBI U YHUKAJIbHbIe HOMepa.
5.1.3. Tumbl aBTOHOMHBIX CHUCTEM.
5.1.4. TIpoBaiifiepo-3aBUCUMbIe U MPOBaliZiepo-He3aBucuMeble 1P-
azipeca.
5.2 OcHoBel BGP.
5.2.1 Mapupyt BGP.
5.2.2. Bribop syuriiero Mapipyra.
5.3. Hactpotika eBGP.
5.3.1. Ayrentudukanus eBGP.
5.3.2. eBGP Multihop.
5.4. Hactporika iBGP.
5.4.1. Peer-group.
5.4.2. Next-hop-self.
5.4.3. Route-Reflector.
5.4.4. Allow-local-AS.
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5.5. Inarnoctrka BGP.
5.6. ITpumep HacTpoviku BGP.
JlaGoparopHas: |5.1. Hacrpoiika BGP. 1 vac
HaumeHoBanue Onucanue Bpems
Tema: 6. AHOHCHpOBaHHe U (PUIbTPaLHS. 2 yaca
Onucanue: 6.1. MexaH13Mbl aHOHCUPOBAaHHS MapIIPYTOB. 1 yac
6.1.1. AHoHcupoBaHue Redistribute.
6.1.2. AHoHcupoBaHue Network.
6.1.3. AnoncupoBanue Default-information-originate.
6.2. MexaHu3sMmbl (pubTpaLy IPUHUMAaeMbIX MapLIPYTOB.
6.2.1. ®unbTparus MapupyTos ¢ Prefix-list.
6.2.2. ®unbTpauys MapmpyToB ¢ Route-map.
6.2.3. ®unbpTpanusa MapLIpyTOB I[IPU aHOHCUPOBAHUMU.
6.3. Moaudukaius MapiipyTHbIX atpubyToB BGP.
6.4. dunbTpaLys NPUIOKEHUM.
JlabopaTopHas: |6.1. AHOHCHpOBaHUe U GUIbTPALUS. 1 yac
HaumeHnoBanue Onucanue Bpemst
Tema: 7. lpyrue npyuHOMNBLI MapIIPyTU3aLMy U BCIIOMOraTe/IbHbIe 2 yaca
TEXHOJIOTHH.
Onucanue: 7.1. Kondurypuposanue PBR. 1 vac

7.1.1. MapipyTHr3alisi Ha OCHOBe TOJIUTUKH.
7.1.2. TIpuHin paboThl U 3Tamnbl KOHGUTYPUPOBAHMUSI.
7.1.3. Hactpoiika PBR.
7.1.4. Ilpumep HacTporiku PBR.
7.2. Kongurypupoanue VRF-lite.
7.2.1. BupryanbHas MapLUpyTU3aLiys.
7.2.2. Hactpoiika VRF-lite na ESR.
7.2.3. IuarHoctuka VRF-lite.
7.2.4. Ilpumep Hactporiku VRF-lite.
7.3. Konurypuposanve MultiwAN.
7.3.1. O6ume cBenenusi o Multi-WAN.
7.3.2. TIpunuun pabotst Multi-WAN.
7.3.3. Hactpoiika Multi-WAN.
7.3.4. Hactpolika Ha uHTepdeiice.
7.3.5. Iuarnoctrka Multi-WAN.
7.3.6. IIpumep HacTporiku Multi-WAN.
7.4. Hactporika BFD.
7.4.1. Obuias nadopmarus o BFD.
7.4.2. BFD pns OSPF.
7.4.3. BFD pnist BGP.
7.4.4. KoMaH/ibl HACTPOWKH.
7.4.5. TIpumep Hactporiku BFD.
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JlabopaTopHas:

7.1. Hactpotika PBR.

7.2. Hactpoiika VRF-lite.
7.3. Hactpotika Multi-WAN.
7.4. Hactporika BFD.

1 yac

HaumenoBanue

Onucanue

Bpems

Tema:

8. Kondurypuposanue QoS.

4 gyaca

Onucanmue:

8.1. O6uwme cBemenus o QoS.
8.1.1. Mogenu QoS.
8.1.2. Mexanusmsl DiffServ.
8.1.3. Knaccudukanmsi 1 MapKrMpOBKa.
8.2. IHCcTpyMeHTHI U anroputMsl QoS.
8.2.1. [IpepoTBpallieHye reperpy3ox.
8.2.1.1. Tail drop u Head drop.
8.2.1.2. RED.
8.2.1.3. GRED.
8.2.2. Ynpasnenue neperpy3kamu (PQ, WFQ, RR, WRR).
8.2.2.1. FIFO.
8.2.2.2. PQ.
8.2.2.3. SFQ.
8.2.2.4. WRR.
8.2.3. OrpaHnuyeHue CKOpOCTH.
8.2.3.1. Mexanusm "/Ipipsioe Begpo" (Leaky Bucket).

8.2.3.2. Mexanu3sMm "MapkepHoe Bezipo" (Token Bucket).

8.3. KomaHnpl HacTporiku 6a3oBoro QoS.
8.3.1. Ilpumep HacTpoiiku 6a3oBoro QoS.

8.4. KoMaH/bl HaCTpOMKHU paciimpeHHoOro QoS.
8.4.1. IIpumep HacTporkM paciuvpeHHOro QoS.

2 aca

JlaGopaTopHas:

8.1. Hacrpotika QoS.

2 yaca

HavumeHnoBanue

Onucanue

Bpems

Tema:

9. KondurypupoBanue VRRP.

2 yaca

Onucanue:

9.1. O6ume ceenenusi o VRRP.
9.1.1. Ilpuniun pa6otsl VRRP
9.1.2. Tepmunosoruss VRRP.
9.1.3. [TapameTtper VRRP.
9.1.4. Cocrosinusg VRRP.
9.1.5. Komangp! HacTporiku VRRP.
9.1.5.1. Tauimepsl.
9.1.5.2. Preempt.
9.1.5.3. AyTteHTU(UKAaLUS.
9.1.5.4. Copoc coCTosIHUS Y IMarHOCTHKA.
9.1.6. INpumeps! HacTpoiiku VRRP.
9.2. PesepupoBanvie DHCP c momomsro VRRP.

1 yvac
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9.2.1. KomaH/ibl HAaCTPOUKH.
9.2.2. Ilpumep HacTporiku pe3epBupoBanyss DHCP.
9.3. Pe3epBUpoBaHMe CeCcCUil MEXXCETEBOT0 SKpaHa.
9.3.1. KomaH/ibl HACTPOMKH.
9.3.2. IIpuMep HaCcTPOMKH pe3epBHUPOBaHus ceccui firewall.

JIaGoparopnas: |9.1. Hacrpoiika VRRP. 1 yac

HaumeHoBaHue Omnucanue Bpems

Tema: 10. Kongurypuposauue IPsec. 4 yaca

Onucanue: 10.1. O6ume cBenenus o IPsec. 2 yaca
10.1.1 IlesoCcTHOCTS.
10.1.2 AyreHTULIMKALSA.
10.1.3 KoHpUHAEHLINATBbHOCTb.
10.1.4 Anroput™ [Iuddu-Xennmaxa.
10.1.5 TIpoTokosl IPsec.
10.1.5.1. ITporokon AH.
10.1.5.2. TIporokon ESP.
10.1.5.3. TpaHCIIOPTHBIN Y TYHHE/IbHBIN PEJKUMBI.
10.1.5.4. Accormanum 6e3omacHocTH (SA).
10.1.5.5. ITpotokon ISAKMP.
10.1.5.6. ITporokon IKEv1 ¢a3za 1.
10.1.5.7. IIpotokon IKEv1 ¢dasza 2.
10.1.5.8. ITpotokon IKEvV2.
10.1.6 IpunLun paboTsl IPsec.
10.1.7 Pexxum pabotsl IPsec Ha ESR.
10.1.8 IopsiioK HACTPOMKU.
10.2. Kongurypupoanue Route-based [Psec VPN.
10.2.1. KomaH/1bl HACTPOMKU.
10.2.2. ITpumep HacTporiku Route-based IPsec VPN.
10.3. Kondurypuposanue Policy-based IPsec VPN.
10.3.1. KomaH/ibl HACTPOMKH.
10.3.2. TTpumep Hactpotiku Policy-based IPsec VPN.
10.4. Iuarnocruka IPsec.

JlaGoparopnas:  10.1. Hactpoiika IPsec. 2 yaca

HaumeHnoBaHue Onucanue Bpemst

Tema: 11. KondurypupoBanue DMVPN. 4 yaca

Onwucanue: 11.1. O6mmwme cBegenusi o DMVPN. 2 yaca
11.1.1. Ucnone3oBanue GRE.
11.1.2. Ucnons3oBanre mGRE.
11.1.3. IIpotokos NHRP.

11.1.4. ITpenmyiectea DMVPN.
11.1.5. ITpunImn paboTsI.

11.1.6. ®a3s1 pabotel DMVPN.
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11.1.7. ®naru.
11.1.8. Cxembl IpUMeHeHUs
11.1.9. Pabota c NAT.

11.2. KoMaH/ibl HACTPOMKH.

11.3. TTopsimok HacTtpoiiku DMVPN c OSPF.
11.3.1. Oran 1. Hacrpoiika mGRE 1 NHRP.
11.3.2. Dtan 2. Hactpoiika OSPF.

11.3.3. Dran 3. Hactpotika IPsec.

11.4. TIpumep Hactpoiiku DMVPN c OSPF.

11.5. TIpumep Hactporiku DMVPN c BGP.

12.1.1. O6ugme cBegenus o Eltex IP SLA.
12.1.2. ITpunHImn paboTsI.
12.1.3. ba3oBas koH¢wurypauus Sender.

12.1.4. ba3oBas KoH¢wurypauus Responder.

12.1.5. AyTeHTU(UKALIKS IO K/IHOYY.
12.1.5.1. AyteHTH(VYKaLMA 10 CIIUCKY K/TIOUeH.
12.1.6. JlorupoBanue.
12.1.7. lnarHoCTHKaA.
12.1.8. TIpumep Hactporiku Eltex IP SLA.
12.2. Kon¢guryprpoBanve SNMP.
12.2.1. O6ume cBepenusi o SNMP.
12.2.1.1. TIpunimn pabotel SNMP.
12.2.1.2. Bepcuu npotokosia SNMP.
12.2.2. Tumbl coobienunii SNMP.
12.2.3. ba3za MIB u uzsenTH(UKaTOp 00HEKTA.
12.2.4. Ctpoka coobiriecTBa.
12.2.5. besonacHocte SNMP.
12.2.6. ®opmar coobiienusi SNMP.
12.2.6.1. 3aronoBok SNMP.
12.2.6.2. 3aronosok 3anpocoB GET/SET

GET-bulk-request.

12.2.6.4. PDU GET-response.
12.2.6.5. 3aronosok TRAP.
12.2.6.6. PDU TRAP.
12.2.6.7. TTons Variable Bindings.
12.2.6.8. @opmat SNMPv3 c USM.

12.2.7. KomaH/ibl HACTPOWKH.

12.2.8. Ipumep HacTpoiiku SNMP.

JlaboparopHas: |11.1. Hacrpoiika DMVPN. 2 yaca
HaumenoBanue Onucanue Bpems
Tema: 12. MOHUTOPHHT U ynpaBJ/ieHHe. 4 yaca
Onucanue: 12.1. Kondurypuposanue Eltex I[P SLA. 2 yaca

12.1.3.1. lorionHUTe/IbHBIE TTapameTpsl AJis Sender.

12.1.4.1. lonionHUTe/IbHBIE TTapameTpsl AJig Responder.

12.2.6.3. PDU GET-request, GET-next-request, SET-request,
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12.3. KondurypupoBaHue Zabbix-areHTa.

12.3.1. OO6uwme cBenenusi o Zabbix.

12.3.2. Tlpuniun pabotsl Zabbix.

12.3.3. Crioco6s1 MoHuTOpHHTa Zabbix.
12.3.4. KomaH/ibl HACTPOWKH.

12.3.5. [1pumep HacTpoliku Zabbix-areHTa.

12.4. KondurypupoBanue NetFLOW.

12.4.1. O6ume cenenust o Netflow.
12.4.1.1. Bo3amoxxHoctu NetFlow.
12.4.1.2. Komnionentsl NetFlow.
12.4.1.3. ITpunuum pabotel NetFlow.
12.4.2. O6ume cBenenusi o SFLOW.
12.4.3. CpaBHenusi NetFlow u sFlow.
12.4.4. ®opmar coobiriennii NetFlow.
12.4.4.1. ®opmar 3arosioBka NetFlow.
12.4.4.2. ®dopmar mabnona Template Flow Set.
12.4.4.3. ®opmart mabsiona Data Flow Set.
12.4.4.4. ®opmar mabnona Options Template FlowSet.

12.4.4.5. ®opmat Habopa Options Data B Data FlowSet.

12.4.5. YnpaBnenue mabsoHaMH.
12.4.6. Ys3BumocTu B 6e3onacHocty NetFlow.
12.4.7. Komangp! HacTpoliku NetFlow.
12.4.7.1. Ilpumep HacTpouiku NetFlow.
12.4.8. Komangp! HacTpoliku sFlow.
12.4.8.1. ITpumep HacTpoiku sFlow.

JlaboparopHas:

12.1.
12.2.
12.3.
12.4.

Hactpoiika Eltex IP SLA.
Hactpoiika SNMP.
Hactpotlika Zabbix-areHra.
Hacrtpoiika NetFlow.

2 aca

IIpomexyTouHble M UTOroBbIe (OpMbI KOHTPOJIA: 8 yacoB

B pamkax JjaHHOT0 Kypca MpeA0oCTaB/IsieTCs OHa MOMbITKA TTPOX0XKAeHUs CePTUPUKAL[MOHHOTO
WCTBITaHUsA, KOTOPasi MOXKeT ObITh MCIO/Ib30BaHa B IeHb 3aBepIIeHUs Kypca.
B cslyuae Hey1auHOTO 3aBepIlieHHs], MO>)KHO 00paTUTLCSI B KOMMEPUYEeCKHI OT/iesT /ISl IPUOOpeTeHus
TJIATHOM JIOTIO/THUTe/TbHOM TTOTTBITKH.
[TnaTHOM MOMBITKOM MOYKHO BOCII0/Ib30BaThCsl B TeUeHUe O/IHOTO KajleHJapHOTro Mecsilja rocrie

3aBepiieHus: 00yueHusl.
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